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What we do with your information 
 
NHS National Services Scotland (NSS) are an occupational health provider and are 
committed to protecting and respecting the privacy of your information and 
complying with our obligations under the Data Protection Act 2018 (DPA 2018) and 
the UK General Data Protection Regulations (UK GDPR).  This privacy statement 
explains:  
 

• the types of personal information we collect and how it is processed    

• how we obtain and use such personal information 

• when we may disclose such personal information to third parties. It also 
provides further information on your rights.  

 
Our legal basis for using personal information 
 
The NSS Data Protection page provides details of the legal basis on which NSS 
processes data.  
 
We process personal sensitive information in accordance with the DPA 2018 and UK 
GDPR for the purposes of preventive or occupational medicine and for the 
assessment of the working capacity of the employee. 
 
Types of Data 
 
What data do we process? 
In order for us to provide occupational health (OH) services to employees, personal 
and often sensitive medical information needs to be obtained. 
 
Categories of personal data 
We process personal information such as name, address and date of birth.  We also 
collect occupational information and medical information including symptoms, history 
and treatments you may be undergoing.  This medical information is regarded as 
special category data. 
 
Collection of Data 
 
Information we receive from your employer 
To begin the process of offering an appointment for employees, your line manager or 
HR will need to provide details about you and the basis of the referral.  This will 
usually include your name, date of birth, address, telephone number, job details and 
a description of the problem and any issues they would like advice on.  This can 
include sensitive information that the line manager and/or HR is in possession of 
such as reasons for sickness absence or medical treatments being taken.  We 
recommend that the line manager discuss your referral and the information to be 
provided with you before it is sent to us. 
 
Information obtained during your consultation 
All of our consultations are with doctors and nurses, who all have well established 
professional obligations to maintain confidentiality.  Without this, we would not be 
able to provide effective care to our employees. 
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Your consent to us collecting personal, sensitive information and to proceed with a 
consultation is necessary before we can perform a consultation with you.  It would 
not be possible for us to provide an Occupational Health assessment without 
keeping a clinical record as this is a professional requirement for registered 
practitioners.  Consent for us to process personal, sensitive medical information is 
not consent for us to write to anyone else, including your line manager – see section 
below. 
 
During an OH consultation, the clinician will ask about health issues and your work 
and you will see them writing a clinical record.  This is a confidential file and is not 
accessible by your line manager or HR.  You can of course see any information we 
keep about you at any time upon written request. 
 
Our Disclosure 
 
The general disclosure policies are described in the NSS Data Protection page. 
 
Depending on the situation, we may need to share personal information with others. 
If we do, we’ll only share appropriate, relevant and proportionate personal 
information and we’ll comply with the law. 
 
Information we may send to your line manager/HR 
Your consent is required before we would send personal information to your line 
manager and HR, such as an outcome report from your consultation.  The clinician 
will discuss with you the information they would like to send to your line manager and 
HR.  You can have a copy of this information.  Usually this information is in the form 
of a report written during your consultation.  Sometimes the report cannot be done at 
that time in which case it will be sent to you for review first if request at your 
assessment. 
 
Sometimes line managers may need guidance or clarification on the report.  The 
clinician will consider if there is a need to notify you before sending such additional 
information.  If the supplementary advice given does not contain more sensitive 
personal information than the original report and does not alter the opinion of the 
original report, then additional consent is not usually requested.  However, if there is 
a material change to the report and the associated information and advice, you will 
be contacted or a further consultation will be requested. 
 
The receiving manager and HR are expected to maintain appropriate data security 
for the Occupational Health reports and advice we provide to them and this is 
covered by our Data Sharing Agreement. 
 
Recipients of personal data 
Your information which we receive from an employer is only accessed by our own 
administration team and doctors and nurses.  All staff have contractual confidentiality 
agreements and our processes are designed to maintain confidentiality. 
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Our OH output reports are sent securely to the named recipient, usually a HR 
adviser and line manager.  You will know who the report is going to at the point that 
we request consent for dispatch. 
 
How long we retain the information for 
 
Most OH records that involve OH consultation will be kept for 10 years from the date 
of the last entry.   
 
Health Surveillance records (such as hearing and breathing tests) should be kept for 
40 years.  This is because sometimes industrial diseases can develop later on in life 
so records should be retained.  This is a recommendation from the Health & Safety 
Executive.  Most of the records we hold are not Health Surveillance records. 
 
Pre-employment health questionnaires will be retained for 3 years. 
 
For further details on retention please refer to the NSS Data Protection page. 
 
Your rights 
 
Please refer to the NSS Data Protection page for details. 
 
Contacting the data protection officer 
 
Please refer to the NSS Data Protection page for details. 
 
How do I complain 
 
Please refer to the NSS Data Protection page for details. 
 
How to contact us 
 
Please contact us if you have any questions about our Data Protection Notice or 
information we hold about you: 
 
E-mail: nss.occupationalhealth@nhs.scot 
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